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DETAILED ACTION 

1 . Claims 1 -32 are pending. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on 01/09/2002. The 
submission is in compliance with the provisions of 37 CFR 1.97. Accordingly, the 
information disclosure statement is being considered by the examiner. 



Specification 

3. Applicant is reminded of the proper language and format for an abstract of 
the disclosure. 

The abstract should be in narrative form and generally limited to a single 
paragraph on a separate sheet within the range of 50 to 150 words. It is 
important that the abstract not exceed 150 words in length since the space 
provided for the abstract on the computer tape used by the printer is limited. The 
form and legal phraseology often used in patent claims, such as "means" and 
"said," should be avoided. The abstract should describe the disclosure 
sufficiently to assist readers in deciding whether there is a need for consulting the 
full patent text for details. 

The language should be clear and concise and should not repeat 
information given in the title. It should avoid using phrases which can be implied, 
such as, "The disclosure concerns," "The disclosure defined by this invention," 
"The disclosure describes," etc . 

4. The disclosure is objected to because of the following informalities: 

a. Page 6, line 9 recites "communication access system 15". There is 
no reference element 15 present in figure 1. 
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b. Page 6, U [0029], line 2 recites "permissions server/database 22 
and a merchandise server/ database 24." These element numbers do not 
correspond with figure 1 and are believed to be reversed. 

Appropriate correction is required. Additionally, applicant's cooperation is 
requested in correcting any errors of which applicant may become aware in the 
specification as a result of the above objections. 

Claim Objections 

5. Claims 8 and 24 are objected to because of the following informalities: 

c. Claim 8 recites "wherein content in the electronic markets have 
embedded a server location" and is unclear and believed to mean 
"wherein the electronic market content contains an embedded content 
identifier". Claim 8 also recites "and a content identifier that uniquely" and 
should be changed to "wherein the content identifier uniquely". 

d. Claim 24 recites "at least one identified usage permissions server" 
in line 7, and it is unclear if this is the same or different server as recited in 
line 8, "a permissions server". 

Appropriate correction is required. 

Claim Rejections - 35 USC §112 

6. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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7. Claims 4, 14-15, 19, 21 and 32 are rejected under 35 U.S.C. 112, second 
paragraph, as being indefinite for failing to particularly point out and distinctly 
claim the subject matter which applicant regards as the invention. 

8. Claim 4 recites the limitation "each product" in lines 1 , 2 and 4. There is 
insufficient antecedent basis for this limitation in the claim. "Each product" is 
assumed to mean "the content" and will be treated accordingly. 

9. Claim 14 recites the limitation "the content" in line 1. There is insufficient 
antecedent basis for this limitation in the claim. "The content" is assumed to 
mean "the product" and will be treated accordingly. 

10. Claim 15 recites the limitation "the content" in line 1. There is insufficient 
antecedent basis for this limitation in the claim. "The content" is assumed to 
mean "the product" and will be treated accordingly. 

11. Claim 19 recites the limitation "the product" in line 17. There is insufficient 
antecedent basis for this limitation in the claim. "The product" is assumed to 
mean "the content" and will be treated accordingly. 

12. Claim 21 recites the limitation "the content key" in lines 2, 9-10, and 1 1 . 
There is insufficient antecedent basis for this limitation in the claim. "The content 
key" is assumed to mean "the content" and will be treated accordingly. 

13. Claim 32 recites the limitation "the permissions matrices". There is 
insufficient antecedent basis for this limitation in the claim. Claim 32 is believed 
meant to be dependent on claim 27 and not claim 24, and will be treated 
accordingly. 



Application/Control Number: 10/042,963 Page 5 

Art Unit: 2134 

Claim Rejections - 35 USC § 102 

14. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351 (a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

15. Claims 1-4, 6, 8-9, 13, 15-16, 19-26, 28, and 30-31 are rejected under 35 
U.S.C. 102(e) as being anticipated by U.S. Patent Number 6,389,538 to Gruse et 
al., (Gruse). 

In reference to Claim 1, Gruse discloses a system for administering 
electronic markets/Secure Digital Content Electronic Distribution System (fig. 
1A), which include electronic content/(fig. 1A, #113), the system comprising a 
connection system (fig. 1 A), to permit connection to a communication network 
(col. 1 1 , lines 35-36), having an electronic server system/content hosting sites 
(fig. 1D, #1 11), configured to permit communication among a community of users 
and for hosting of the electronic markets/electronic digital content stores (stores) 
(fig. 1B, #100; col. 12, lines 43-54), a distributed administration system/electronic 
digital content stores, wherein any user of the community of users can be 
provided with a capability of configuring and administering individual ones of the 
electronic markets/stores, (col. 12, lines 57-65), a set of access 
permissions/rights management (col. 9, line 57), which control access to the 
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electronic markets/stores, wherein the access permissions control which users of 
the community of users have access to the electronic markets/stores, (col. 9, 
lines 61-64), and a set of usage permissions/rights management, which control 
usage of content of the electronic markets/stores (col. 9, lines 64-67). 

In reference to Claim 2, Gruse further discloses wherein the electronic 
markets/stores, have a mixture of at least one of individual users or groups (col. 
6, lines 13-14; col. 12, lines 6-8). 

In reference to Claim 3, Gruse further discloses wherein the individual 
users and groups have different usage permissions (col. 10, lines 24-30). 

In reference to Claim 4, Gruse further discloses wherein the content has at 
least one user group with permission to manage properties of the content 
including a capability to change the associated usage permissions or change the 
markets/stores within which the content appears (col. 12, lines 57-65; col. 13, 
lines 5-13). 

In reference to Claim 6, Gruse further discloses wherein the content 
(stored at content provider, electronic digital content store, or content hosting 
site, col. 13, lines 21-24) is stored at a location separate from the access 
permissions and the usage permissions (stored at clearinghouse, col. 10, lines 4- 
10; col. 10, lines 21-24). 

In reference to Claim 8, Gruse further discloses wherein the electronic 
market/store, content contains an embedded/watermarked (col. 20, lines15-20), 
content identifier (col. 19, lines 62-65 & col. 24, lines 10-14), that identifies the 
server of the electronic server system/content hosting sites, where the access 
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and the usage permissions are served (col. 24, line 19), wherein the content 
identifier uniquely identifies the content on the identified server/content provider. 

In reference to Claim 9, Gruse further discloses wherein access to 
decryption keys used to decrypt the content (col. 13, lines 48-55) is controlled 
through at least one authenticated account on the identified permissions 
server/clearinghouse (fig. 1C, #105). 

In reference to Claim 13, Gruse discloses method for administering 
electronic markets/Secure Digital Content Electronic Distribution System (fig. 
1A), which include electronic products/content (fig. 1A, #113), the method 
comprising: providing connection to a communication network (col. 11, lines 35- 
36), having at least one server/content hosting sites (fig. 1 D, #1 1 1), which 
permits communication among a community of users hosting at least one 
electronic market/electronic digital content store (fig. 1B, #100), on the at least 
one server/content hosting site, distributing administration of the electronic 
markets/stores, (col. 12, lines 57-65), wherein each user of the community of 
users can be provided with a capability of administering individual ones of the 
electronic markets/stores (col. 12, lines 57-60), providing a set of access 
permissions/rights management (col. 9, line 57), controlling access to the 
electronic markets/stores, by use of the access permissions/rights management 
(col. 1, line 57), providing a set of usage permissions/rights management, and 
controlling usage of products of the electronic markets by the usage permissions 
(col. 9, lines 64-67). 
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As per claim 15, this is a method version of the claimed system discussed 
above in claim 6 wherein all claimed limitations have also been addressed and/or 
cited as set forth above. 

As per claim 16, this is a method version of the claimed system discussed 
above in claim 7 wherein all claimed limitations have also been addressed and/or 
cited as set forth above. 

In reference to Claim 19, Gruse discloses a method of creating and 
administrating an electronic marketplace/Secure Digital Content Electronic 
Distribution System (fig. 1 A), comprising: forming a network of a community of 
users electronically interconnected via an electronic communication 
system/network (col. 11, lines 35-36), the community of users being a subset of 
users (col. 15, lines 6-10), having access to the electronic communication 
system/network, logging on by a first user to the network of the community of 
users creating by the first user an electronic market/electronic digital content 
store (fig. 1B, #100), (col. 12, lines 56-65), specifying access permissions/rights 
management (col. 9, line 57), to the market for at least one of other users or 
groups of the community of users (col. 9, lines 61-67), uploading electronic 
content to the market (col. 12, lines 57-65), creating a unique content identifier 
identifying the uploaded content storing the content identifier on the server (col. 
19, lines 62-65), specifying usage permissions to be associated for the uploaded 
content (col. 20 lines 9-11), embedding/watermarking (col. 20, line 15), into the 
content the content identifier of the content and location of a server where the 
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access and usage permissions have been stored and encrypting the content (col. 
24, lines 31-33). 

In reference to Claim 20, Gruse further discloses a second user or a 
group/end-user, log onto a server of the network of community of users, 
accessing, by the second user or group/end-user, the electronic market/store 
created by the first user, checking to determine access permissions for the 
second user or group/end-user, for access to the market/store, (col. 10, lines 43- 
47), determining access permissions for at least one of the second user and 
group/end-user, exists checking for at least one of the second user and the 
group/end-user for access permissions for all content existing in the electronic 
market (col. 24, lines 25-33), displaying content representations for all content 
determined to have access permission for at least one of the second user and 
group/end-user (col. 21 , lines 7-9), selecting by the second user or group/end- 
user, at least one of the content representations (fig. 6; col. 25, lines 15-16; col. 
21, lines 10-16), checking to determine whether the second user or group/end- 
user, has additional access permissions for the selected content (col. 25, lines 
24-28) checking whether the second user or group has usage permissions for the 
selected content, determining the second user or group has access permissions 
for the selected content, checking whether the second user or group has usage 
permissions for the selected content, determining the second user or group has 
the usage permissions for the selected content (col. 26, lines 32-25), displaying 
the usage permissions and fees associated with the selected content to the 
second user or group (col. 25, lines 15-16; col. 21, lines 17-19). 
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In reference to Claim 21, Gruse further discloses generating a license by 
encrypting the content with a user key/symmetric key, and attaching a verification 
key/public key, (col. 21, line 58; col. 24, lines 25-38), downloading by the second 
user or group/end user, the content and the license (col. 21 , lines 59-61), 
selecting the encrypted file, by the second user or group/end-user, and invoking 
operation of a client operating system, checking to determine whether a license 
does exist (col. 21, lines 62-64), generating, when it is determined a license 
exists, the content by decrypting a license with the user key/symmetric key, (col. 
21, lines 65-67), decrypting content of the content, checking the content with the 
verification key/public key, invoking interpretation operations, disabling save-as 
and/or print commands which would permit the second user or group to alter the 
content, and rendering the content to the second user or group in a readable 
format (col. 22, lines 18-20). 

In reference to Claim 22, Gruse further discloses wherein the content is 
provided via at least one of an encrypted e-mail message, from a server of the 
system of community of users, or on a CD ROM (col. 73, lines 16-20; col. 82, 
lines 1-3). 

In reference to Claim 23, Gruse further discloses wherein the step of 
checking if a license exists determines no license exists (fig. 6), further including, 
determining the server location and content identifier to exist with the encrypted 
content (col. 24, lines 10-14), downloading the license for the specified encrypted 
content (col. 21, lines 59-61), again clicking on the encrypted content; 
determining a license exists (col. 21, lines 62-64), generating the content by 
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decrypting the license with the user key/symmetric key, decrypt the content with 
the content key (col. 21, lines 65-67), check the content with the verification key; 
invoke the content viewer; disable determined commands of the viewer; and 
rendering the content to at least one of the second user or group (col. 22, lines 

18- 20). 

In reference to Claim 24, Gruse discloses a system for controlling usage 
of content comprising (col. 6, lines 8-10), encrypted content that has embedded 
at least one usage permissions server identifier (stored at clearinghouse, col. 10, 
lines 4-10; col. 10, lines 21-24), and at least one encrypted content identifier (col. 
10, lines 9-11), a reader/end-user player application, on a computer that reads 
the at least one usage permissions server identifier and the at least one 
encrypted content identifier (col. 10, lines 34-36), a communication 
system/network, that communicates the at least one encrypted content identifier 
to at least one identified usage permissions server/clearinghouse, (col. 10, lines 

19- 21), a permissions server/clearinghouse, that receives the at least one 
encrypted content identifier and that permits usage of the at least one encrypted 
content identified by the at least one encrypted content identifier based on usage 
permissions associated with the identified content and at least one identified 
authenticated account associated with the identified permissions server by 
communicating an electronic key to the computer that communicated to the 
permissions server (fig. 1C), and a viewer or player/end-user player application, 
that displays or plays the identified encrypted content after using the 
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communicated electronic key to decrypt the identified encrypted content (col. 10, 
lines 34-36). 

In reference to Claim 25, Gruse further discloses wherein access 
permissions associated with administering usage permissions for encrypted 
content can be associated with multiple accounts on the permissions server (col. 
9, lines 61-65; col. 10, lines 4-9; col. 70, lines 35-44). 

In reference to Claim 26, Gruse further discloses wherein the permissions 
server identifier is a URL (col. 20, lines50-54), and administration of usage 
permissions can be done using a web browser that has access to the 
permissions server through the web (col. 20, line 66-col. 21, line 9). 

In reference to claim 28, wherein permissions for encrypted content are 
associated with accounts using an object database (col. 14, 7-9). 

In reference to claim 30, wherein the encrypted content identifiers are non- 
location-based URLs (col. 20, lines 49-54). 

In reference to claim 31, wherein access permissions include permission 
to change the locations of electronic content (col. 12, lines 47-50). 

Claim Rejections - 35 USC § 103 

16. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 
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17. Claims 5, 7, 14, and 29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gruse as applied to claims 1-4, 6, 8-9, 13, 15-16, 19-26, 28, 
and 30-31 above, and further in view of U.S. Patent Application Publication No. 
2002/0016727 to Harrell et al., (Harrell). 

In reference to Claim 5, Gruse lacks discloses wherein the content 
includes information and data stored in a digital format including: pictures, 
movies, videos, music, programs, multimedia and games, (col. 9, lines 36-39). 

Gruse lacks wherein the content includes encrypted electronic document 

files. 

Harrell teaches wherein the content includes encrypted electronic 
document files (page 5, [0039], lines 16-18). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the device of Gruse with the device of Harrell to 
contain encrypted electronic document files as content of the electronic market in 
order to ensure secure transmission of the content and to facilitate the 
development and transfer of knowledge capital between innovators and 
developers through the use of marketing document files, as taught by Harrell 
(page 5, U [0039], lines 17-18 & [0017]). 

In reference to Claim 7, Gruse further discloses wherein selections of 
certain ones of the access permissions and the usage permissions cause an 
associated market to be a private market/Intermediate Market Partners (col. 13, 
line 31 & col. 62, condition #2). 
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As per claim 14, this is a method version of the claimed system discussed 
above in claim 5 wherein all claimed limitations have also been addressed and/or 
cited as set forth above. 

As per claim 29, the claimed system is discussed above in claim 5 
wherein all claimed limitations have also been addressed and/or cited as set forth 
above. 

18. Claims 10-12 and 17-18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gruse. 

In reference to claims 10-12, Gruse discloses a system for administering 
electronic markets, which include encrypted electronic content (fig. 1B, #103 & 
fig. 1A, #113). 

Gruse lacks or does not expressly disclose a paper interface to the 
electronic market that makes use of enhanced barcodes, and allows addition of 
content to an electronic market, alter permissions of an electronic market, and 
obtaining content from the electronic market. 

However, Examiner takes Official Notice that paper interfaces to an 
electronic market and the use of barcodes are well known in the art. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the device of Gruse to include a paper interface to 
the electronic market that make use of barcodes, and allow addition of content to 
an electronic market, alter permissions of an electronic market, and obtaining 
content from the electronic market. Examiner takes Official Notice because 
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Gruse discloses that usage conditions for the content can be entered manually or 
automatically (col. 20, lines 9-12). Gruse further discloses that new content can 
be added to a store manually (col. 52, line 67 - col. 53, line 3). Additionally, 
barcodes are well known to reduce the amount of typing needed to manually 
enter content. For example, U.S. Patents Numbers contain barcodes for this 
reason. 

As per claim 17, this is a method version of the claimed system discussed 
above in claim 10 wherein all claimed limitations have also been addressed 
and/or cited as set forth above. 

As per claim 18, this is a method version of the claimed system discussed 
above in claim 12 wherein all claimed limitations have also been addressed 
and/or cited as set forth above. 

19. Claims 27 and 32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gruse as applied to claims 1-4, 6-13, 15-26, 28 and 30-31 
above, and unpatentable over Gruse in further view of Harrell as applied to 
claims 5, 14 and 29, and further in view of U.S. Patent No. 5,968,177 to Batten- 
Carew et al., (Batten). 

Gruse discloses a system for controlling usage of encrypted content (col. 
6, lines 8-10). 

Gruse lacks or does not expressly disclose wherein permissions are 
managed using a permissions matrix. 
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In reference to claim 27, Batten teaches wherein permissions are 
managed using a permissions matrix (fig. 1 , #42). It would have been obvious to 
one of ordinary skill in the art at the time the invention was made to manage the 
permissions disclosed in the system of Gruse with a permission matrix as taught 
by Batten in order to perform administrative functions including key recovery, key 
addition, key deletion, policy change, change of an end-user attributes, change of 
the administrative entities attributes, and authority to change other administrative 
entities attributes and permission, as taught by Batten (fig. 1, #42). 

In reference to claim 32, Gruse as modified above discloses wherein a 
copy of the encrypted content is stored on the same server as the permissions 
matrices (Gruse, col. 13, line 21-24). 

Conclusion 

20. The prior art made of record and not relied upon is considered pertinent to 
applicants disclosure. 

e. U.S. Patent No. 6,205,549 is cited for disclosing a system for 

securing access to data in a portable document format. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Aubrey H. Berger whose telephone number is 
(571)272-8155. The examiner can normally be reached on Monday - Thursday, 
7:30 a.m. -5:00 p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Greg Morse can be reached on (571)272-3838. The fax 
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phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 



free). 
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